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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.809.
2
References

 [1]
3GPP TR 33.809, “Study on 5G Security Enhancement against False Base Stations.”
3
Rationale





The attack assumption is that the FBS doesn’t modify the cell selection parameters in SI from gNB and the signal messages from AMF. As a result, the UE may connected to the genuine gNB and active the security context. But the FBS may still exsit in the middle. 

UP integrity protection is an on-demand feature. If the UP data is not integrity-protetced, the attacker can modify the UP data even if the UE has been connected to the genuine network and security context is actived. The detection of false base staion is needed to mitigate the MAN-in-the-Middle attack. 
Meanwhile, the MIB/SIBs broadcasted by FBS may be different from that from the genuine network. Although UE has camped to genuine gNB with cell selection parameters, other parameters received by UE may also be false, which influences the UE’s behavior. For example, false uac-BarringForCommon in SIB1may lead to DoS attack to UE. reselectionThreshold may be set a large number by FBS to keep the UE camp the FBS for a long time. So the MIB/SIBs from the genuine network may be needed for UE. The 5G system should provide a means to ensure a UE in any RRC state is able to determine the authenticity of system informations obtained from a cell.
In CIoT sceaniors, the small data is transferred in NAS messages. To avoid UE camping fasle base station, the basic idea is to have UE recieves the hash of the MIB/SIBs of access network in NAS SMC. When UE receives the hash value and check if UE has camped on the false base station. UE may reselect cell if false base station detected. 
4
Detailed proposal

*************** Start of Change ****************
6.x.1
Introduction

This solution addresses Key issue #2: Security protection of system information. 
In CIoT sceaniors, the small data may be transferred in NAS messages. To avoid UE camping fasle base station, the basic idea is to have UE recieves the hash of the MIB/SIBs of access network in NAS messages. The protected UL NAS security mode command is both ciphered and integrity protected, hence is used to carry the hash of the MIB/SIBs. When AMF receives the hash value and check if UE has camped on the false base station.

6.x.2
Solution details
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Figure 6.x.2-1: Procedure for system information protection 
Step1: UE send initial NAS messages to gNB. If the UE has a NAS security context, the message sent shall contain hash of the MIB/SIBs (called HASH1) ciphered in a NAS container which is ciphered. With a NAS security context, the sent message shall also be integrity protected. If UE has no NAS security context, the HASH1 is included in NAS Security Mode Complete message which is integrity protected;

Step2: gNB send registration/service request messages to AMF with hash of the gNB broadcasted MIB/SIBs (called HASH2).

Step3: AMF verifies the integrity of HASH1. If the verification is successful and HASH1 doesn’t match with HASH2, AMF may determine to request the MIB/SIBs from gNB and send it to UE.
Step4: AMF sends protected DL NAS message to UE with MIB/SIBs from gNB if the received HASH1 and HASH2 don’t match.

Step5: UE may reselect the cell if a MitM false base station is highly suspected based on the received based on the MIB/SIBs from gNB. 

Step6: UE may send protected UL NAS message. 

6.x.3
Evaluation

This solution enables detetction of MitM false base station. The MIB/SIBs are transferred in protected NAS messages. It is also applicable for CIoT devices. As NAS SMC is the first message with security protection, it can avoid UE’s camping the false base station for a longer time.
*************** End of Change ****************
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